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Overview

Towards an improved bound on CBC collision probability and its applica�ons.

• What is CBC?
• Collision probability of CBC.
• Applica�ons of a “good” bound.
• How to get good bounds?

I Exis�ng techniques and results.
I Some new insights and results.

(Work in progress!)
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Cipher Block Chaining or CBC

• For a permuta�on π over B := {0, 1}n and M ∈ B+:

0n ⊕⊕⊕

M1

π ⊕⊕⊕

M2 · · · · · ·

π · · · ⊕⊕⊕

M`

π CBCπ(M)
vπ0 uπ1 vπ1 uπ2 vπ2 vπ`−1 uπ` vπ`

• Invented in context of authen�ca�on (CBC-MAC [EMST, US Patent ’78]).
• Two issues with CBC:

1. Domain restricted to complete blocks, i.e., B+.
2. Trivial PRF dis�nguishers exist when messages are chosen arbitrarily from B+.
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CBC Variants
Several variants of CBC-MAC overcome these shortcomings:

• EMAC [BBB+, Project RACE ’95]: applies another permuta�on π2 over CBCπ1
EMAC(M) := π2(CBCπ1(M)).

This fixes issue 2.
• For an `-block op�onally padded message M† = (M1, . . . ,M`), we have

I ECBC [BR, CRYPTO ’00]: finalizes with π2 or π3 depending upon the last block
ECBC(M) := πb(CBCπ1(M)).

I FCBC [BR, CRYPTO ’00]: FCBC(M) := πb(CBCπ1(M`−1|)⊕M`).

This fixes both issue 1 and 2.

†Here M denotes the op�onal 10∗ padding of M so that the padded M has bit-length in mul�ple of n.
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PRF Security of CBC Variants
PRF Security and CBC Output Collisions:

• For all F ∈ {EMAC, ECBC, FCBC}:

I for dis�nct M,M′: F(M) = F(M′) iff F(M‖X) = F(M′‖X).
I for such a dis�nguisher making q queries (M1, . . . ,Mq), we have

AdvprfF (A ) ≥ PrΠ←$ Perm(n)
[∃i 6= j ∈ [q] : CBCΠ(Mi) = CBCΠ(Mj)]− O

(
q2
22n
)
.

• Bellare et al. [BPR, CRYPTO ’05] showed that
AdvprfF (A ) ≤ O

(
q2
2n
)
+ PrΠ←$ Perm(n)

[∃i 6= j ∈ [q] : CBCΠ(Mi) = CBCΠ(Mj)].

A �ght es�ma�on of the probability of CBC output collision gives �ght PRF bounds.

4/25



PRF Security of CBC Variants
PRF Security and CBC Output Collisions:
• For all F ∈ {EMAC, ECBC, FCBC}:

I for dis�nct M,M′: F(M) = F(M′) iff F(M‖X) = F(M′‖X).
I for such a dis�nguisher making q queries (M1, . . . ,Mq), we have

AdvprfF (A ) ≥ PrΠ←$ Perm(n)
[∃i 6= j ∈ [q] : CBCΠ(Mi) = CBCΠ(Mj)]− O

(
q2
22n
)
.

• Bellare et al. [BPR, CRYPTO ’05] showed that
AdvprfF (A ) ≤ O

(
q2
2n
)
+ PrΠ←$ Perm(n)

[∃i 6= j ∈ [q] : CBCΠ(Mi) = CBCΠ(Mj)].

A �ght es�ma�on of the probability of CBC output collision gives �ght PRF bounds.

4/25



PRF Security of CBC Variants
PRF Security and CBC Output Collisions:
• For all F ∈ {EMAC, ECBC, FCBC}:

I for dis�nct M,M′: F(M) = F(M′) iff F(M‖X) = F(M′‖X).
I for such a dis�nguisher making q queries (M1, . . . ,Mq), we have

AdvprfF (A ) ≥ PrΠ←$ Perm(n)
[∃i 6= j ∈ [q] : CBCΠ(Mi) = CBCΠ(Mj)]− O

(
q2
22n
)
.

• Bellare et al. [BPR, CRYPTO ’05] showed that
AdvprfF (A ) ≤ O

(
q2
2n
)
+ PrΠ←$ Perm(n)

[∃i 6= j ∈ [q] : CBCΠ(Mi) = CBCΠ(Mj)].

A �ght es�ma�on of the probability of CBC output collision gives �ght PRF bounds.

4/25



PRF Security of CBC Variants
PRF Security and CBC Output Collisions:
• For all F ∈ {EMAC, ECBC, FCBC}:

I for dis�nct M,M′: F(M) = F(M′) iff F(M‖X) = F(M′‖X).
I for such a dis�nguisher making q queries (M1, . . . ,Mq), we have

AdvprfF (A ) ≥ PrΠ←$ Perm(n)
[∃i 6= j ∈ [q] : CBCΠ(Mi) = CBCΠ(Mj)]− O

(
q2
22n
)
.

• Bellare et al. [BPR, CRYPTO ’05] showed that
AdvprfF (A ) ≤ O

(
q2
2n
)
+ PrΠ←$ Perm(n)

[∃i 6= j ∈ [q] : CBCΠ(Mi) = CBCΠ(Mj)].

A �ght es�ma�on of the probability of CBC output collision gives �ght PRF bounds.
4/25



CBC Output Collision

• Collision event: for two dis�nct messages M1,M2
COLLΠ(M1,M2) : CBCΠ(M1) = CBCΠ(M2)

• Collision probability:
CP(M1,M2) := PrΠ←$ Perm(n)

[
COLLΠ(M1,M2)

]
• Extended over q dis�nct messages Mq = (M1, . . . ,Mq)

I COLLΠ(Mq) :
⋃

i<j∈[q]

COLLΠ(Mi,Mj)

I CP(Mq) := PrΠ←$ Perm(n)

[
COLLΠ(Mq)

]
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CBC Output Collision
• Restric�ons:

I Length: m1, . . . ,mq ≤ ` and∑q
i=1 mi = m ≤ σ.

I Types of query tuple:

– type = eq: messages must have equal length;
– type = pf: no message is a prefix to other messages;
– type = any: no restric�ons except dis�nctness.

• Maximum collision probabili�es: for fixed `, σ and type
CPtype

` := maxtype(M1,M2)
mi≤`

CP(M1,M2) CPtype
q,`,σ := maxtype(Mq)

mi≤`∑q
i=1 mi≤σ

CP(Mq)

We are interested in CPtype
` and CPtype

q,`,σ for type ∈ {eq, any}.

6/25



CBC Output Collision
• Restric�ons:

I Length: m1, . . . ,mq ≤ ` and∑q
i=1 mi = m ≤ σ.

I Types of query tuple:

– type = eq: messages must have equal length;
– type = pf: no message is a prefix to other messages;
– type = any: no restric�ons except dis�nctness.

• Maximum collision probabili�es: for fixed `, σ and type
CPtype

` := maxtype(M1,M2)
mi≤`

CP(M1,M2) CPtype
q,`,σ := maxtype(Mq)

mi≤`∑q
i=1 mi≤σ

CP(Mq)

We are interested in CPtype
` and CPtype

q,`,σ for type ∈ {eq, any}.

6/25



CBC Output Collision
• Restric�ons:

I Length: m1, . . . ,mq ≤ ` and∑q
i=1 mi = m ≤ σ.

I Types of query tuple:
– type = eq: messages must have equal length;
– type = pf: no message is a prefix to other messages;
– type = any: no restric�ons except dis�nctness.

• Maximum collision probabili�es: for fixed `, σ and type
CPtype

` := maxtype(M1,M2)
mi≤`

CP(M1,M2) CPtype
q,`,σ := maxtype(Mq)

mi≤`∑q
i=1 mi≤σ

CP(Mq)

We are interested in CPtype
` and CPtype

q,`,σ for type ∈ {eq, any}.

6/25



CBC Output Collision
• Restric�ons:

I Length: m1, . . . ,mq ≤ ` and∑q
i=1 mi = m ≤ σ.

I Types of query tuple:
– type = eq: messages must have equal length;
– type = pf: no message is a prefix to other messages;
– type = any: no restric�ons except dis�nctness.

• Maximum collision probabili�es: for fixed `, σ and type
CPtype

` := maxtype(M1,M2)
mi≤`

CP(M1,M2) CPtype
q,`,σ := maxtype(Mq)

mi≤`∑q
i=1 mi≤σ

CP(Mq)

We are interested in CPtype
` and CPtype

q,`,σ for type ∈ {eq, any}.

6/25



CBC Output Collision
• Restric�ons:

I Length: m1, . . . ,mq ≤ ` and∑q
i=1 mi = m ≤ σ.

I Types of query tuple:
– type = eq: messages must have equal length;
– type = pf: no message is a prefix to other messages;
– type = any: no restric�ons except dis�nctness.

• Maximum collision probabili�es: for fixed `, σ and type
CPtype

` := maxtype(M1,M2)
mi≤`

CP(M1,M2) CPtype
q,`,σ := maxtype(Mq)

mi≤`∑q
i=1 mi≤σ

CP(Mq)

We are interested in CPtype
` and CPtype

q,`,σ for type ∈ {eq, any}.
6/25



CBC Output Collision
Some Known Results:

I Dodis et al. [DGHKR, CRYPTO ’04] claimed (without proof) that,
CPeq
` ≤

1
2n +

`(d′(`))2
22n +

`6
23n

,
Union bound
======⇒ CPeq

q,`,σ ≤
q2
2n +

q2`(d′(`))2
22n +

q2`6
23n ,

where d′(`) = maxm≤` no. of divisors of m [grows slowly]
I Bellare et al. [BPR, CRYPTO ’05] proved that:

CPany
` ≤

2d′(`)
2n +

64`4
22n

.
Union bound
======⇒ CPeq

q,`,σ ≤
q2d′(`)

2n +
32q2`4

22n .

I Pietrzak [Pietrzak, ICALP ’06] proved that:
CPany

q,`,σ ≤
16q2
2n +

128q2`8
22n .

Reduces to CPany
q,`,σ = O

(
q2
2n
)

for ` < 2n/8. (Be�er than BPR’s bound for ` < 2n/8)
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where d′(`) = maxm≤` no. of divisors of m [grows slowly]
I Bellare et al. [BPR, CRYPTO ’05] proved that:

CPany
` ≤

2d′(`)
2n +

64`4
22n

.

Union bound
======⇒ CPeq

q,`,σ ≤
q2d′(`)

2n +
32q2`4

22n .

I Pietrzak [Pietrzak, ICALP ’06] proved that:
CPany

q,`,σ ≤
16q2
2n +

128q2`8
22n .

Reduces to CPany
q,`,σ = O

(
q2
2n
)

for ` < 2n/8. (Be�er than BPR’s bound for ` < 2n/8)
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CBC Output Collision
Applica�on to PRF bound of F ∈ {EMAC, ECBC, FCBC}:
• Using [DGHKR04]:

AdvprfFeq(A ) = O
(
q2
2n
)

(while ` < 2n/3)

• Using [BPR05]:
AdvprfFany(A ) = O

(
q2d′(`)

2n
)

(while ` < 2n/4)

• Using [Pietrzak06]:
AdvprfFany(A ) = O

(
q2
2n
)

(while ` < 2n/8)

We show that the underlying graph-based analysis has a flaw [JN, JMC ’16].
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Structure Graphs
Nota�ons and Defini�ons:

• Intermediate Inputs and Outputs:
uπ := (uπ1 , . . . , uπm) vπ := (vπ0 , . . . , vπm).

• Fix q dis�nct messages Mq = (M1, . . . ,Mq):

I Intermediate inputs tuple: uπ := (uπ(M1), . . . , uπ(Mq)).
I Intermediate outputs tuple: vπ := (vπ(M1), . . . , vπ(Mq)).
I Index set: I := {(r, i) : r ∈ [q], i ∈ [mi]} ∪ {(r,0) : r ∈ [q]}.
I Dic�onary order,� on I: (r, i) � (r′, i′) iff

– r < r′, or– r = r′ and i ≤ i′.
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Structure Graphs
Block-vertex Structure Graph, BMπ = (V, E ,L), for amessage M and permuta�on π:
• Vertex and edge labeled digraph.
• Vertex set, V := vπ(M).
• Edge set, E := {(vπi−1(M), vπi (M)) : 1 ≤ i ≤ m}.
• Label func�on, L(vπi−1(M), vπi (M)) = Mi.

• It is a walk, called the M-walk, star�ng from 0following the sequence of labels
M = (M1, . . . ,Mm).

Example
Let
• M = (1,0, 2,0, 2)
• π(1) = 2, π(2) = 3.

• vπ = (0, 2, 3, 2, 3, 2).
• uπ = (1, 2, 1, 2, 1).

0 2 31
0

2

Block-vertex Structure Graph, BMq

π , for Mq and permuta�on π is simply the union of all Mi-walks.
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Structure Graphs
Structure Graph ,SMq

π = (Ṽ, Ẽ), for Mq and a permuta�on π:
• Let α : vπ(Mq)→ I such that

α(vπj (Mi)) = min{(i′, j′) : vπj (Mi) = vπj′ (Mi′)}.

• Let α(vπ(Mq)) be the range of α.

• Then, SMq
π is an isomorphism of BMq

π , such that
I Ṽ := α(vπ(Mq)).
I Ẽ := {(α(u), α(v),L(u, v)) : (u, v) ∈ E}.

11/25
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Structure Graphs

Example
Let M1 = (1,0, 2,0, 7) and M2 = (4). Let π(1) = 2, π(2) = 3, π(4) = 5. Then,

vπ(M1) = (0, 2, 3, 2, 3, 5) and vπ(M2) = (0, 5).

0 2

35

α7−→

(1, 0) (1, 1)

(1, 2)(1, 5)

1 1

0 02 2

7 7

4 4
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True Collisions and Accidents
• Consider the dic�onary order traversal of graph S formessage pair M1 = (1,0, 2,0, 7) and M2 = (4).

• True collisions (increases the in-degree of some vertex):
((1,0), (1, 2); (1, 1)).

• System of equa�ons L corresponding to true collisions:
Y1,0 ⊕ Y1,2 = 1⊕ 2,
Y1,0 ⊕ Y1,2 = 4⊕ 7

• rank(L) = 1 (second collision is induced by the first one).

(1, 0) (1, 1)

(1, 2)(1, 5)

1

02

7

4

1

02

1

7

4

7
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• True collisions (increases the in-degree of some vertex):

((1,0), (1, 2); (1, 1)) and ((1,0), (1, 2); (1, 5)).
• System of equa�ons L corresponding to true collisions:

Y1,0 ⊕ Y1,2 = 1⊕ 2,
Y1,0 ⊕ Y1,2 = 4⊕ 7

• rank(L) = 1 (second collision is induced by the first one).
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True Collisions and Accidents

• Accidents: represents the no�on of “surprising” collisions.

• No. of accidents, Acc(S) is defined as
Acc(S) :=

{rank(L) if degin(1,0) = 0,
rank(L) + 1 otherwise.

• Main object of interest: NMq
a := {G : Acc(G) = a}.

(1, 0) (1, 1)

(1, 2)(1, 5)

1

02

7

4

Green edges denote theaccident.
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Results on Structure Graphs
• Lemma 8 in [BPR05]: Let G be a structure graph with a accidents then

PrΠ [SΠ = G] ≤ 1
2na .

• Lemma 7 in [BPR05]: NMq
a ≤

(m2)a.

• Let Na(E) denote the number of structure graphs with a accidents and sa�sfying anevent E. Then,
PrΠ [E] ≤

∑
a≥0

Na(E)2na .

• Na = O(m2a). But, we may have be�er bound for Na(E) for small a.
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Bounding Collision Probability
• Usual approach for bounding Pr [E]:

Let Bad denote the event Acc(SΠ) ≥ k. Then,
Pr [E] ≤

∑
0≤a<k

Na(E)2na + Pr [Bad].

• In [BPR05], E = COLLΠ(Mi,Mj) and k = 2.

I Further, N(Mi,Mj)0 (COLL) = 0.
I This immediately gives (assuming ` < 2n/2)

CPany
` ≤

N(Mi,Mj)1 (COLL)

2n + O
(
`4
22n
)
.

• BPR showed that N(Mi,Mj)1 (COLL) ≤ d′(`).
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Flaw in [BPR05]
Lemma 10 in [BPR05]: Any structure graph G for a pair of messages with Acc(G) = 1 musthave exactly 1 true collision.

Counter-examples:

(1, 0)

(1, 1) (1, 2)

(1, 5) (1, 0)

(1, 1)

(1, 3)
(a) (b)

M(1,1)

M(1,2) = M(1,4)

M(1,3)
M(1,5)

M(2,1)

M(1,1)

M(1,2)

M(1,3)

M(2,1)

(a) M(1,1) ⊕M(1,3) ⊕M(1,5) ⊕M(2,1) = 0 (b) M(1,1) ⊕M(1,2) ⊕M(1,3) ⊕M(2,1) = 0.
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Impact on CP Bounds in [BPR05] and [Pietrzak06]

• The bound in [BPR05] s�ll holds with a slight change in constant factors.

• The bound in [Pietrzak06] needs revision.

1. A straigh�orward fix gives O(`q2/2n) bound.
2. A slightly more involved analysis gives O(q2d′(`)/2n) while ` < 2n/8.
3. Both bounds are worse than [BPR05] for all choices of `.

A different approach required to get O(q2/2n) bound?
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A Simple Proof of Tight Bound on CPany
q,`,σ [JN16]

• BPR’s bound implicitly uses the restric�on ` ≤ 2n/4.

• Modified Bad:

I Acc(S(Mi,Mj)Π ) ≥ 2 (same as before), and
I Acc(SMiΠ ) ≥ 1 (new addi�on).

• So, Pr [Bad] ≤ q`2
2n +

q2`4
22n . [using trivial bounds on NMi1 and N(Mi,Mj)2 ]

• Further, N(Mi,Mj)1 (COLL ∧ ¬Bad) = 1 (non-bad graphs are union of paths).
• Finally, we get

CPany
q,`,σ ≤

q2
2n +

q`2
2n +

q2`4
22n .

• The bound reduces to O(q2/2n) for ` < min{q1/2, 2n/4}.
Can we do be�er in terms of `?
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Towards an Improved Bound

First change: Allow cycles in individual Mi-walks.
A possible approach:

I For a fixed integer ϕ < q, let Cycϕ denote the event
|{i ∈ [q] : Mi-walk contains cycle in SΠ}| ≥ ϕ.

I Then, N(Mi,Mj)1 (COLL ∧ ¬Cycϕ) ≤ qϕd′(`). (Be�er than q2d′(`) for ϕ < q)
I Pr

[
Cycϕ

]
≤ q`2
ϕ2n (using Markov’s).

Using ϕ = `/
√
d′(`), we get

CPΠ(Mq) ≤ O

(
q`
√
d′(`)

2n
)

+
∑
a≥2

Na(COLL ∧ ¬Cycϕ)2an .
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Towards an Improved Bound

Second change: Derive a good es�ma�on for N(Mi,Mj)2 (COLL).
A possible approach:

I Define Bad as Acc(S(Mi,Mj)Π ) ≥ 3.
I So,

CPany
q,`,σ ≤ O

(
q`
√
d′(`)

2n
)

+

(
q
2
)
N(Mi,Mj)2 (COLL)

22n + O
(
q2`6
23n

)
.

I We characterize all structure graphs realizable by two messages (Mi,Mj) with accidents2 that sa�sfy COLLΠ(Mi,Mj).
I This characteriza�on also gives an improvement (over [DGHKR04]) for CPeq

` .

21/25



Towards an Improved Bound

Second change: Derive a good es�ma�on for N(Mi,Mj)2 (COLL).

A possible approach:

I Define Bad as Acc(S(Mi,Mj)Π ) ≥ 3.
I So,

CPany
q,`,σ ≤ O

(
q`
√
d′(`)

2n
)

+

(
q
2
)
N(Mi,Mj)2 (COLL)

22n + O
(
q2`6
23n

)
.

I We characterize all structure graphs realizable by two messages (Mi,Mj) with accidents2 that sa�sfy COLLΠ(Mi,Mj).
I This characteriza�on also gives an improvement (over [DGHKR04]) for CPeq

` .

21/25



Towards an Improved Bound

Second change: Derive a good es�ma�on for N(Mi,Mj)2 (COLL).
A possible approach:

I Define Bad as Acc(S(Mi,Mj)Π ) ≥ 3.
I So,

CPany
q,`,σ ≤ O

(
q`
√
d′(`)

2n
)

+

(
q
2
)
N(Mi,Mj)2 (COLL)

22n + O
(
q2`6
23n

)
.

I We characterize all structure graphs realizable by two messages (Mi,Mj) with accidents2 that sa�sfy COLLΠ(Mi,Mj).
I This characteriza�on also gives an improvement (over [DGHKR04]) for CPeq

` .

21/25



Towards an Improved Bound

Second change: Derive a good es�ma�on for N(Mi,Mj)2 (COLL).
A possible approach:

I Define Bad as Acc(S(Mi,Mj)Π ) ≥ 3.
I So,

CPany
q,`,σ ≤ O

(
q`
√
d′(`)

2n
)

+

(
q
2
)
N(Mi,Mj)2 (COLL)

22n + O
(
q2`6
23n

)
.

I We characterize all structure graphs realizable by two messages (Mi,Mj) with accidents2 that sa�sfy COLLΠ(Mi,Mj).
I This characteriza�on also gives an improvement (over [DGHKR04]) for CPeq

` .

21/25



Towards an Improved Bound

Second change: Derive a good es�ma�on for N(Mi,Mj)2 (COLL).
A possible approach:

I Define Bad as Acc(S(Mi,Mj)Π ) ≥ 3.
I So,

CPany
q,`,σ ≤ O

(
q`
√
d′(`)

2n
)

+

(
q
2
)
N(Mi,Mj)2 (COLL)

22n + O
(
q2`6
23n

)
.

I We characterize all structure graphs realizable by two messages (Mi,Mj) with accidents2 that sa�sfy COLLΠ(Mi,Mj).

I This characteriza�on also gives an improvement (over [DGHKR04]) for CPeq
` .
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Towards an Improved Bound

Second change: Derive a good es�ma�on for N(Mi,Mj)2 (COLL).
A possible approach:

I Define Bad as Acc(S(Mi,Mj)Π ) ≥ 3.
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Accident 2 Graphs having `2 choices

(a)

(b) (c)

A closer es�ma�on of probability bound for graphs of types (a) helps in adjus�ng the
`2 factors arising in (c).
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Accident 2 Graphs having less than `2 choices

• Claim: The number of choices of such graph is at most t(`) :=∑k d(k)d(`− k).
• Proof uses tools from theory of free monoids. [poten�al to obtain sharper bounds]
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Improved Bound on CPany
q,`,σ and CPeq

`

Message type = eq:
I N1(COLL) = 1 (only non-cyclic walks are possible)
I Combining with the bounds for N2(COLL), we have

CPeq
` ≤

1
2n + O

(
t(`)
22n
)
+ O

(
`6
23n
)
.

I Be�er than [DGHKR04] for sufficiently large `.

Message type = any:
I Recall that N1(COLL ∧ ¬Cyc`/√d′(`)) = q`

√
d′(`).

I Combining with the bounds for N2(COLL), we have
CPany

q,`,σ ≤ O

(2q`√d′(`)
2n +

q2`2
22n +

q2`6
23n

)
.

I The bound reduces to O(q2/2n) for ` < 2n/3. (improves over [JN16])
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Conclusion

1. Revisited the collision analysis of CBC func�on.
2. Improved bounds on collision probability of CBC for eq and any type messages.
3. CP bounds imply improved PRF bounds for EMAC, ECBC and FCBC.
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Thank you.


