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Reset-Sampling: Fine-tuning the Security of 
Standardized MACs

•MACs and their security


•LightMAC & OMAC


•Observations on the Security


•Some fine-tunings



Message Authentication Codes (MAC)



Message Authentication Codes (MAC)



Message Authentication Codes (MAC)



Message Authentication Codes (MAC)

1010110111

1010110111



Message Authentication Codes (MAC)

10101101111010110111

1010110111



Message Authentication Codes (MAC)
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Message Authentication Codes (MAC)
Authentication Succeeds
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Message Authentication Codes (MAC)
Authentication Fails

10101101111010110111 ≠



MAC Security
Unforgeability Game
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MAC Security
Unforgeability Game: Active Adversary
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MAC Security
Unforgeability Game: Forgery Succeeds



MAC Security
Unforgeability Game: Forgery Succeeds

Pr (𝙵𝚘𝚛𝚐𝚎𝚛𝚢 𝚂𝚞𝚌𝚌𝚎𝚎𝚍𝚜)



MAC Security
Random Functions are Good MACs

Pr (𝙵𝚘𝚛𝚐𝚎𝚛𝚢 𝚂𝚞𝚌𝚌𝚎𝚎𝚍𝚜) = Pr (𝙶𝚞𝚎𝚜𝚜𝚒𝚗𝚐)
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Pseudorandom Function Security

Advprf
Alice(Eve) := Pr (b = 1 in the real world) − Pr (b = 1 in the ideal world)

Ideal World (0) Real World (1)
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Hash then PRF

E2H1M TY⊕

∙ H1 : {0,1}* → {0,1}n

∙ E1 a permutation of {0,1}n

∙ H1 ⊥ E1



Hash then PRF
High Level Security Argument

E2H1M1 T1Y1
⊕

E2H1Mq TqYq
⊕

Y1
⊕ ≠ ⋯ ≠ Yq

⊕ ⟹ T1, …, Tq are independent and uniform⋮

Advprf
𝖧𝗍𝖯𝖱𝖥(Eve) ≤

Maximum Collision Probability of H1

Pr (∃i ≠ j : Yi
⊕ = Yj

⊕)



LightMAC
LuykxPTY, IACR FSE 2016; ISO/IEC 29192-6:2019



LightMAC
LuykxPTY, IACR FSE 2016; ISO/IEC 29192-6:2019

(M[1], …, M[ℓ + 1]) n−s M



LightMAC
LuykxPTY, IACR FSE 2016; ISO/IEC 29192-6:2019

M[ℓ + 1]∥10d⟨1⟩s∥M[1] ⟨2⟩s∥M[2] ⟨ℓ⟩s∥M[ℓ]
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LightMAC
LuykxPTY, IACR FSE 2016; ISO/IEC 29192-6:2019

⋯
M[ℓ + 1]∥10d

⊕
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(M[1], …, M[ℓ + 1]) n−s M



LightMAC
LuykxPTY, IACR FSE 2016; ISO/IEC 29192-6:2019

⋯
M[ℓ + 1]∥10d
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LightMAC
LuykxPTY, IACR FSE 2016; ISO/IEC 29192-6:2019

⋯
M[ℓ + 1]∥10d

⊕
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(M[1], …, M[ℓ + 1]) n−s M

• Parallelizable yet compact. 


• Birthday bound security: Advprf
𝖫𝗂𝗀𝗁𝗍𝖬𝖠𝖢(Eve) = O ( q2

2n )



LightMAC
LuykxPTY, IACR FSE 2016; ISO/IEC 29192-6:2019

⋯
M[ℓ + 1]∥10d

⊕

E1

⟨1⟩s∥M[1]
X1

Y1

E1

⟨2⟩s∥M[2]

⊕

X2

Y2

E1

⟨ℓ⟩s∥M[ℓ]

⊕

Xℓ

Yℓ

TE2Y⊕

(M[1], …, M[ℓ + 1]) n−s M

• Parallelizable yet compact. 


• Birthday bound security:                                                                          


• Two independent block cipher keys.

Advprf
𝖫𝗂𝗀𝗁𝗍𝖬𝖠𝖢(Eve) = O ( q2

2n )



One-key LightMAC
ChattopadhyayJN, IACR ASIACRYPT 2021
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One-key LightMAC
ChattopadhyayJN, IACR ASIACRYPT 2021

⋯
M[ℓ + 1]∥10d

⊕

E1

⟨1⟩s∥M[1]
X1

Y1
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⊕

X2

Y2
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⊕
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Is this secure?



One-key LightMAC
Full Collision Event

⋯
M′￼[ℓ′￼+ 1]∥10d

⊕

E1

⟨1⟩s∥M′￼[1]
X′￼1

Y′￼1

E1

⟨2⟩s∥M′￼[2]

⊕

X′￼2

Y′￼2

E1

⟨ℓ′￼⟩s∥M′￼[ℓ′￼]

⊕

X′￼ℓ′￼

Y′￼ℓ′￼

TE1Y′￼⊕

⋯
M[ℓ + 1]∥10d

⊕

E1

⟨1⟩s∥M[1]
X1

Y1

E1

⟨2⟩s∥M[2]

⊕

X2

Y2

E1

⟨ℓ⟩s∥M[ℓ]

⊕

Xℓ

Yℓ

TE1Y⊕

𝙵𝚞𝚕𝚕 𝙲𝚘𝚕𝚕𝚒𝚜𝚒𝚘𝚗 : ∃i, j, a, b : Xj
a = Yi

⊕

Pr (𝙵𝚞𝚕𝚕 𝙲𝚘𝚕𝚕𝚒𝚜𝚒𝚘𝚗) = O ( q2ℓ
2n )



One-key LightMAC
Full Collision Event

⋯
M′￼[ℓ′￼+ 1]∥10d

⊕

E1

⟨1⟩s∥M′￼[1]
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⋯
M[ℓ + 1]∥10d

⊕

E1
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⟨2⟩s∥M[2]
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TE1Y⊕

Is it even important?

𝙵𝚞𝚕𝚕 𝙲𝚘𝚕𝚕𝚒𝚜𝚒𝚘𝚗 : ∃i, j, a, b : Xj
a = Yi

⊕



One-key LightMAC
A Short Message Attack



One-key LightMAC
A Short Message Attack
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One-key LightMAC
A Short Message Attack

∙ n lists each containing exactly 2 elements

∙ Using Generalized Birthday Problem:  ∃ j1, …, jn ∈ {0,1} such that Yj1
1 ⊕ ⋯ ⊕ Yjn

n = 0n

E1

⟨2⟩s∥110n−s−2
⟨2⟩s∥010n−s−2

Y0
2

Y1
2

E1

⟨1⟩s∥110n−s−2
⟨1⟩s∥010n−s−2

Y0
1

Y1
1

E1

⟨n⟩s∥110n−s−2
⟨n⟩s∥010n−s−2

Y0
n

Y1
n

⋯



One-key LightMAC
A Short Message Attack

∙ n lists each containing exactly 2 elements

∙ Using Generalized Birthday Problem:  ∃ j1, …, jn ∈ {0,1} such that Yj1
1 ⊕ ⋯ ⊕ Yjn

n = 0n

∙ Construct M = j1∥10n−s−2∥ ⋯ ∥jn∥10n−s−2∥0n−s−1 and M′￼ = 0n−s−1
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One-key LightMAC
A Short Message Attack

∙ n lists each containing exactly 2 elements

∙ Using Generalized Birthday Problem:  ∃ j1, …, jn ∈ {0,1} such that Yj1
1 ⊕ ⋯ ⊕ Yjn

n = 0n

∙ Construct M = j1∥10n−s−2∥ ⋯ ∥jn∥10n−s−2∥0n−s−1 and M′￼ = 0n−s−1

∙ Y⊕ = Y′￼⊕ ⟹ T = T′￼ (Collision on output leads to forgery)

E1

⟨2⟩s∥110n−s−2
⟨2⟩s∥010n−s−2

Y0
2

Y1
2

E1

⟨1⟩s∥110n−s−2
⟨1⟩s∥010n−s−2

Y0
1

Y1
1

E1

⟨n⟩s∥110n−s−2
⟨n⟩s∥010n−s−2

Y0
n

Y1
n

⋯ E1

0n−s−1 |10s

Y′￼⊕ = Yj1
1 ⊕ ⋯ ⊕ Yjn

n ⊕ 0n−s−1 |10s = Y⊕

T′￼



One-key LightMAC
Reset-Sampling
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One-key LightMAC
Reset-Sampling
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One-key LightMAC
Reset-Sampling
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1 = Ti and Yj

ℓ = Tk might be inconsistent



One-key LightMAC
Reset-Sampling
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Reset-Sampling
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One-key LightMAC
Reset-Sampling

⋯
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Similar event as 
before



One-key LightMAC
ChattopadhyayJN, IACR ASIACRYPT 2021

Advprf
1k-LightMAC(Eve) = O ( q2

2n ), while ℓ ≪ 2n/4

One-key LightMAC is identical in security up to acceptable 
restrictions on message length



OMAC
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• Sequential and single-key CBC-MAC. 


• Best security bound:


• No matching attack. 

Advprf
CBC-MAC(Eve) = O ( q2ℓ

2n )
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Advprf
OMAC(Eve) = O ( q2

2n
+

qℓ2

2n )
………        Best existing bound

- - - - -               Birthday bound

———                  Our bound


log2 ℓ

log2 q OMAC is (almost) birthday bound secure.
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• An abstract formalization of the reset-sampling philosophy.
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