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Research Interests Primarily in cryptography, with a special focus on the provable security of
symmetric-key schemes both in classical and quantum settings.

Education Doctor of Philosophy in Computer Science July, 2015 – June, 2020
Indian Statistical Institute Kolkata, India
Dissertation: Provable Security of Symmetric-key Cryptographic Schemes
Advisor: Prof. Mridul Nandi
Master of Technology in Computer Science July 2013 – July 2015
Indian Statistical Institute Kolkata, India
Dissertation: Cryptanalysis of Iterated Hash and Its Variants
First class with Honours (Aggregate: 78%), Best Dissertation Award
Advisor: Prof. Mridul Nandi
Bachelor of Engineering in Computer August 2008 – June 2012
Delhi College of Engineering, University of Delhi Delhi, India
First class (Aggregate: 67%)

Research Experience Jump.Start Early Career Researcher January, 2024 – present
Horst-Görtz Institute for IT Security
Ruhr-Universität Bochum Bochum, Germany
Fortifying symmetric cryptography against advanced adversaries.

Postdoctoral Researcher January, 2021 – December 2023
CISPA Helmholtz Center for Information Security Saarbrücken, Germany
Design and analysis of symmetric-key modes of operations.

Visiting Scientist July 2020 – December 2020
R. C. Bose Centre for Cryptology and Security
Indian Statistical Institute Kolkata, India
Design and analysis of lightweight authenticated encryption modes.

Research Intern January 2018 – March 2018
Fujitsu Laboratories of America Sunnyvale, USA
Cryptanalysis of pseudorandom functions using quantum query access.

Research Intern August 2017 – October 2017
NTT Secure Platform Laboratories Tokyo, Japan
Provable security of tweakable block cipher based modes of operation.

Research Fellow July 2015 – June 2020
Applied Statistics Unit
Indian Statistical Institute Kolkata, India
Provable security of symmetric-key modes of operations.
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Teaching/Mentoring Master’s Thesis Supervision Summer Internship [M. Tech. (CrS) IV]
Experience Indian Statistical Institute Kolkata, India Spring 2022

(work carried out at CISPA Helmholtz Center for Information Security, Germany)

Co-instructor Advanced Cryptology [M. Tech. (CrS) III]
Indian Statistical Institute Kolkata, India Autumn 2020
Co-instructor Cryptology [M. Tech. (CS) III]
Indian Statistical Institute Kolkata, India Autumn 2018
Teaching Assistant Computing Systems I [M. Tech. (CrS) I]
Indian Statistical Institute Kolkata, India Autumn 2018
Teaching Assistant Data and File Structures Lab. [M. Tech. (CS) I]
Indian Statistical Institute Kolkata, India Autumn 2015

Seminars and Dagstuhl Seminar on Symmetric Cryptography 2022
Workshops Lorentz Center Workshop on Flexible Symmetric Cryptography 2018

Asian Workshop on Symmetric Key Cryptography 2015, 2016, 2018

Reviewing Services Editorial Board Membership: FSE 2024/ToSC 2023–2024, CANS 2023
FSE 2023/ToSC 2022–2023, CANS 2022

Journal Reviewing: Springer DCC, IET Information Security, IEEE IT
External Reviewing: CRYPTO, EUROCRYPT, ASIACRYPT, FSE

Fellowships and Jump.Start Fellowship (CASA, RUB) 2023
Awards Winner of Lightweight Crypto Challenge (DSCI and Govt. of India) 2021

Suniti Kumar Pal Gold Medal (ISI Kolkata) 2015
Google Summer of Code Fellowship (Google) 2014

Industry Experience Google Summer of Code 2014 Intern April 2014 – August 2017
Eclipse Foundation

Software Engineer June 2012 – July 2013
Algoworks Technologies Noida, India
Software Intern May 2011 – July 2011
ESQ Management Solutions Inc. Noida, India
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Prof. Shay Gueron shay@math.haifa.ac.il
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ESTATE: A Lightweight and Low Energy Authenticated Encryption Mode. IACR
Trans. Symmetric Cryptol. 2020(S1): 350–389, 2020.
A. Chakraborti, N. Datta, A. Jha, C. Mancillas-López, M. Nandi and Y. Sasaki:
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